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® 7& Actuator 1.5x LUFHRA, FTE API EBELALHERINER AR, FEEXNZEMR
- H
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1. RTIEEHERH
o KEUEE&SRTHIEE Stealer log FEADINGE, ERAETE

20233 A1 H, BMIEAEENAINER-HERETFEEEE 85 50W+F

Json I RER. FHNS, BIISFRIVEUE. BIEABRARRIREIER~ KN
REEDHTRI, BAEBDEIEERNEIEERE, BRER. TUE, ARREE

MongoDB, MySQL F4ERF5S S EARFINEF T TIREL,

ZRPPEABRER SRR, KIZEIEMEESHE Stealer log $E(. Stealer log 2
8. ICRRSADMITENFHERNSREERNREX . XHhE R/ NEE R
F/EWVEERSR/FTP/AIEESIMKSERS. Cookie FISFAEIE, SSHEUNE. &R
BHttRSER2SH.

EERZRTNABRPIREARS, EHEIAFRI PostgreSQL HIEREH Stealer log iBR
Tk, EiZEUREREERI SR ARG, B EEEEAUERR TR, AT AR RRESE
29 PostgreSQL BIEFIER(ER, BERRFFREHME 7 #EEFEM 9 NRFRIES,

RIEBCHRAIK S EB E T EMERIZIRE,

e > 47/ [ 89:5432:postgres: [
e 3 postgres 8.7275390625 MB
Steam 4 42.0 GB
Telegram 5 templatEI 8.3525390625 MB
I= DomainDetects.txt templa‘te@ 8.3525390625 MB
= importantAutofils xt T L
I= InstalledBrowsers.txt
= InstalledSoftware.txt
I= Passwords.txt
I= PostgreSQL.txt

[=] Screenshot.jpg

I= Userinformation.txt
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IZErFM 19 FFFR1TEN, RTNABKE 21 FERBSADING, BEIEF~7E 23 FE=X
BEREIERENE A RERE, RESHTIWRESIERSMRE.

TEEN:

1) EREUERFERIRIL, IRE IP ARER, RETEA IP, SHGEIEEREIRMNT, 78
BRIk,

2) AFEHOHE, RIRMIESERD, HIEREBERLE,

3) BEXRAIR T EHMELEZRT

® BIRFA APLREIZRTHKMER, BEFNE

RIPEABRRSG RN, RERFER AP ZOEEERE KT, RERiZZEOR
USSR, B EEEE AP SREEIZA TR TINAER. BMIE. FS.

Hik, FRHFER, tRINEREALZY md5 =, (EFaTLURREANERS.

*  Headers Pa\, lpad Preview Response Initiator  Timing

bldS*affInfo\-'oCentact {
id": 5383413161452344%
"address": “#iiL
"empNo' : "31025609" 3
"idNo": “3307
"idtype": "Efiif",
"email": null,
- "ophone®: "
- "empName": " A
"officephone": null,
- "groupld”: "e001GllosesooeeweIvg”,
- "orgld": "@@elGllepesenpa82zul",
- "psndocId": "0001G110000080003HTA",
= Tsex ",
= "photoUrl": null.
- "password":
"gq": null,
"wx": null,
"orgName": " AE,
"deptName": e
"posthName': J__j‘j_ﬁ
"peginDate": "2018- B6-24"
"endDate": ’1uLL
"status": 1,
"displayed": @,

"deleted": @,
- "ondob": 1,
1168405 - "loginMax": 2,
106 - "deptIds": "1001G1l10800008001XZP",
- "createTime": "2820-11-25 12:56:11",
"“createlser': '"999",
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FEHZAER OA RAREELN, FEF-EEaLIBEEOHENKSENL, EEER OA
A5, FNGEVREMEEEEEEMEEITA.

TEEN:

1) #ASZEFEESAE APl ZOMRENFE, BRREZROFER;

2) BRMIRTIENEN, HAIERSRARTERANE.

2 mF' ‘I:Ilu\lm ﬁﬁj
o (RSRETFE APl HEER, SRFHSHICH

FAMEARARRNED, E@ESFERI APl FEEIRR, L€ user_id iaiREIRINAF

BFNS, user_id BEEKEAAIEH. FUNAY, MELBFIA.

POST /mobile/PersonalCenter/getIndexInfo HTTP/1.1 i [ 3 "

Host: r | Change Encoding: (Using u

Connection: close HTTP/1.1 200 0K

Content-Length: 31 Date: Fri, 17 Feb 20823 01:43:00 GMT

content-type: application/x-www-form-urlencoded Content-Type: application/json; charset=utf-8

Accept-Encoding: gzip, deflate Connection: close

User-Agent: Mozilla/5.@ (iPhone; CPU iPhone 05 16_1 Llike Mac 05 X) Set-Cockie:

AppleWebKit/6@5.1.15 (KHTML, like Gecko) Mobile/15E148 acw_tc=2fhalfdalb765981802452835e916ab645e5254¢c80576

MicroMessenger/8.@.29(0x18001d38) NetType/4G Language/zh_CN nly;Max-Age=18@0@

Referer: Vary: Accept-Encoding
Access-Control-Allow-Credentials: true

v=1.3.2&user_id=B_BBKOgAN@XIn@z Access-Control-Allow-Methods: GET, POST, PUT, DELETE

Access-Control-Allow-Headers: Origin, X-Requested-Wi
authKey, sessionId
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET,POST,0PTIONS
Content-Length: 573

{

“errorcode": @,

“errormsg*: “IRERERIH!",

“data": {
“nickname": “#@##M. £ SHES , AR,
“sex": 2,
"phone": "
“avatar':

u ]
"is_open_member_point": 1,
“is_open_stamina“: 1,
"is_open_invoice": @,
“point": 6399,
"has_face_server": true,
“has_cabinet_pwd": true,
“is_bind_face": false,
"upload_face_power": true,
“ticket": @,

“user_id": "1531424"

BEIMEARRRMNERE, ZESEHINS— APl #OiRE]T 100 £ user_id, W TFEFf:
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#FXuser_id BsCuser_id

B_BBKOsA9IcI30z 1550971
B_BBKOsAdkYj30z 1552035
B_BBKOsBNoaknOz 1555158
B_BBKOsBd&dl30z 1556681
B_BBKOsBtEdIn0z 1557880

BEPITAI, B user id BIEERE B BBKOs, BASZ userid BIEERE 155, AJLARAE
user_id ZRIEMNIRERRY, BF-TJBEITEMZE user_id, SLIESGRBUEERFNF
mns.

RREN:

1) APIEOFZENNLEN, *RATLUANRRHITRE, HOSER;

2) ENSREURE, EERSHHE id XENFRR, EAATED. URNFRES;

3) REEHHBEIENNRESNIRAR, AETUATESA.

o FRIEIEENSFERR, SIERAHIEETEE

TR, FAMEAESTERERERAIR, SREMAELEHYIFE APIRR, REEE
ESHSFRSRIAFEE.

PAGRBEACIE B A a6 :

PERITHET RIGWSS, RIGAEAE A Y "TETAGRE, THURKR" FE&. THE

ERRTHERRSENNABPER, ERIMEADTTAR, ZREAEA DR ZERRRE

17



) mmEA SRR FHELEE

M T BN, APIERMIRENESTREFNEE. HH, ZkRBErCEKE~FA, it

HTTP/1.1 2088

Server: nginx

Date: Wed, @1 Mar 2823 @1:33:@1 GMT

Content-Type: application/json

Connection: close

Vary: Accept-Encoding

Set-Cookie: SESSION=ZDBiYzMxYWETY]YzMC@BNz(QILWEYWQtOWNmMYzcdYTRKMZMA;
Path=/api/; HttpOnly; SameSite=Lax

Content-Length: 1188

{"code" :"R@BOBR" ,"message" : "SUCCESS" ,"data": {"name" :" ", "phone* "
» "urlg ig":" "o "fromActivationCode" : false,"insure
dName*™ : "insuredIdNo":" "yMrelation":"@1","securi

ty“:"?","premium“:null,“price":null,"rEEIGUECuunt“:null,"decryUEErInfa“:{
“activation_code_id":33894231,"agreeZxUpgrade":"@","batchMame" : " £ #HE2-2
0230220-30080%F", " channel" :"xindan","code" :"zxbwyl-djmf" ," insuredUserId": 33
891948,"internal_source":"sms"," launchChannel":"fengshengdt"," launch5ubCh
annel":"fs_gdt_djmf_c@3","marketingChannel":"xindan" ,"marketingSubChannel
":"xindan_17_P00@42000308806","name" :" ! Morig id"a™
9", “payTerm"'“munth" “phune"'“ " "position":Ysms_activation_co
de_page","productDataType":"","subchannel":"xindan_17_000040000300008" },"
actionCodeId":null,"code":"zxbwyl-dimt","rybUserId":null,"productiame" :"§
u ","ifInsured":false,"insureNameShow":" % 4" ," idNo" 1 "

g ”autcRenewal"'”“,”payTerm"'"mcnth","checkverlflcatlunCcde
@, "url™:null, "overdue" :null, "redirectUr1" :null}}

ZERBE AP IBIHMEN encryptStr SEREXPABUBYER, M encryptStr 2@E 55— MRk
API 2 13XEX, FBF=BIiER url FRSHEITEEIAREBFRY encryptStr, BE_LiRRE
CiER, BIEREEARRAFINAER.

ZLEIN:

1) SEESERSEEIRS, BXNERHTINE, FIRSHIESHNIR, BRfEmiE
hRE, FHHIFREHEE;

2) BEREEAKIBEBMREERGEP. 1%, R85, R T REASIRERRE, B
REERER Bt AE SR /IES;

3) REHHBIREIERRZTHIALR S, RIEEXERSTERABAGHESM, FIMmiHEE

=

TIo

HEAMSRESHIRAR, AETUATESA.
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o REBIZPETiHE, F=LL0.9 w—FREE

RAMEARNE], Telegram EBEEFEHERRENIZREEHE FRESEHRS.
MREL, WEASBLE, FNS, @R, IRNERERE, —KORMATEEE S 5+, M8

}T.‘Z
7309 T—%&.

i EdiE

EREZRETEENG, BIEARTER, BEE~EENEET/KEDIEE, U
R REH R TERR TIKSHRRRNKESE. B, ZREFEEHEBIRA
TRPRHRIRE TS, STNEURNErF ST,

TEEW:

1) REFEESERR TIKSFIRBR ;

2) EERFAFHEIAMIGE, FE VPN Z8eikE, sRE IP A&,

3) PRHEVEEIRRESSILIARIRUR, R DEHHTERERNIW ST

3. KiERMtEESEH5

o HMIKRITE Github B&ittE, BRI SH
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TR, Twitter 7£ Github ERERATHEERISMS /RPN, BRILLZS, EEPEARBR

IBIRBIENE—IE Github MEESM, KIFRAI, FEERTHE Github LERIRE M

PRESTHENBFRR SQLIEG, FIHETERRKSER, Br22izkSEREE

EEREERES, RRENTHERE. EERFIIRERETERR.

70 File “/usr/local/1ib/python3.7/site-packages/sqlalchemy/util/compat.py”, line 128, in reraise

71 raise value.with_traceback(tb)

72 File “/usr/local/1ib/python3.7/site-packages/sglalchemy/engine/base.py”, line 1244, in _execute_context
73 cursor, statement, parameters, comtext

I

File "/usr/local/lib/python3.7/site-packages/sqlalchemy/engine/default.py”, line 552, in do_exscute
5 cursor.execute(statement, parameters)

6 File "/usr/local/1lib/python3.7/site-packages/pymysql/cursors.py”, line 178, in execute

77 result = self. guery(query)

78 File “/usr/local/lib/python3.7/site-packages/pymysql/cursors.py”, line 328, in _query

79 conn.query(q)

8@ File "/usr/local/lib/pythen3.7/site-packages/pymysql/connections.py”, line 517, in query

81 self._affected_rows = self._read_guery_result(unbuffered=unbuffered)

82 File "/usr/local/lib/python3.7/site-packages/pymysql/connections.py”, line 732, in _read_query_result

result.read()

o

@
B

File “/usr/local/1ib/pythan3.7/site-packages/pymysql/connections.py”, line 1675, in read

85 first_packet = self.connection._read_packet()

86 File "/usr/local/lib/python3.7/site-packages/pymysql/connections.py”, line 684, in _read_packet
87 packet.check_error ()

88 File "/usr/local/lib/python3.7/site-packages/pymysql/protocol.py”, line 228, in check_error

89 err.raise_mysql_exception(self._data)

o
&

File “/usr/local/1ib/python3.7/site-packages/pymysqlierr.py”, line 189, in raise_mysgl_exception

raise errorclass(errno, errval)

92 sglalchemy.exc.ProgrammingError: (pymysql.err.ProgrammingError) (1146, "Table 'demo.users' doesn't exist")

93 [SQL: SELECT users.is_delete AS users_is_delete, users.create_time AS users_create_time, users.update_time AS users_update_time, users.id AS users_id, users.email
AS users_email, users.username AS users_username, users.password AS users_password, users.permission AS users_permission, users.avatar AS users_avatar,

users.login_time AS users_login_time

"
3

FROM users

b}

WHERE users.username = %(username_1)s
LINIT %(param_1)s]

97  [parameters: {'username_1': ‘admin’, ‘param_1': 1}

w

o

98  (Background on this error at: http://sqlalche.me/e/f485)
©9:36:34,633 - users.py[line:68] - INFO: (pymysql.err.IntegrityError) (1862, "Duplicate entry ' for key 'users.email'")

[SQL: INSERT INTOQ users (is_delete, create_time, update_time, email, username, password, permission, avatar, login_time) VALUES (%(is_delete)s, %(create_time)s,

®
2

%(update_time)s, %(email)s, ¥(username)s, %(password)s, %(permission)s, %(avatar)s, %(login_time)s)]
101  [parameters: {'is_delete': @, 'creste_time': datetime.dstetime(2021, 2, 3, 9, 36, 34, 623655), 'update time': datetime.dstetime(2021, 2, 3, 9, 36, 34, 623781),

temail': ', ‘username’: , ‘password': 5

"permission’: ", ‘avatar': ", ‘login_time': 1

TREY:
JFERRTERIRERBHEZS GitHub ESHRIEEIHRE, BIMEAZSEREN:
1) SZEIRERRIRID: SZBMEMLRBM GitHub Higke, REBEELHEERaEMm;

, BIEFTREHEERVEIE. CSinaRIEEER

&"#

2) SHTRIEE: THMhERIREEIRN
AEZE,
3) IMEREFIRYE: IERTHNREFIRUE, ReIXBEeNEMIRIFEIR;

4) EHEE: EHRHRENRE, KIBRSEENRAMES, BIEESURRERRE.

4, BRIt EESRG)

20
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TREN:

1) SHRTHRIFHIENEEY, 3ISRITFITWAEIRERZSBERMMNZAIR

2) ERRERINHHEEFE, HlIN: INERNRFESFAE IR SE,

3) schEipliEiElE, fiR0: RITAEER VPN EEEINTING, Aeehaausscs;
4) EHfRERIHNRELEE, URERNEMNRFNZE, WRRERZEIANG

5) B ZEMMNIT, NMYEIEHENZEE M.
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REUER, SESUENAERRRE, SURSHRBNERE, BRI R

M. REFEMPEBEEIERXEG, B AEREE R SHERRRE.

XA D5E APl R2EG

DAY "B BOERLE, IN3R AP 2R, BT APl 22EETE, 2R
EERSHMTRRAY APL R EIBUREHRFNIS RIS, SRR R &5 A X B A9 B A il .
EUEAR APl ZeERFEXEIA APl SUBEURTIAAWSHTEEIRE, Fih
APl EF=RIRIEN,. #ilnE). SIREURRETZSFRITREG, ETR-IEERNEIRE!

HEICE. WWEFFEEIRNAFNE, MRERTAETE"EX AL,
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